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Disclaimer

This information is provided on an “as is” basis. We take no responsibility for any actions you may take based on this report.

Although we have been as careful as possible in preparing report, it is possible that there is additional information that has not been considered, such as the existence of other domains, the existence of site based policies, the existence of unusual security settings.

You are therefore strongly advised to take confirm that our suggestions are appropriate for your environment. We also advise that you maintain a full backup of your system before applying changes, especially when deleting Policies etc.     

Summary

This report has been based on data collected by our PolMan software. Each section provides more detailed results but the general results are as follows.

We hope this analysis has been worthwhile. If you wish to purchase a licence for PolMan, the cost for a domain with ?? workstations would be US$??. This allows Polman (including ADM Template Editor) to be run on any machine in the domain.

If you wish to purchase a single copy of our ADM Template Editor, it would cost US$50

Unused Policies etc

In many sites, there are often old policies and configuration settings for policies that may be inappropriate. When PolMan loads the policies it displays a list of all these anomalies.

An analysis of your data has shown the following:-  

Empty Policies:

These policies appear to contain no settings. As such they have no effect and could lead to confusion. It is recommended that you confirm that they contain no active settings and then delete them

Unconnected Policies:

These policies appear to not be connected to any OU. As such they have no effect and could lead to confusion. It is recommended that you confirm that they are not connected to a Site or to an OU in another Domain or to an OU which is obscured by security. If they are not connected, it is recommended that you delete them.

Disabled Machine Settings:

These policies contain machine settings, but they have been disabled. As such they have no effect and could lead to confusion. It is recommended that you either remove all of the machine settings or reactivate them. Of course there may be a reason ehy they have been temporarily disabled.

Disabled User Settings:

These policies contain machine settings, but they have been disabled. As such they have no effect and could lead to confusion. It is recommended that you either remove all of the machine settings or reactivate them. Of course there may be a reason ehy they have been temporarily disabled.

Use of Policy Types

PolMan uses the Main screen to provide an overall view of all policy settings. It can be restricted via the Filter menu item to view specific policy types.

The policy types are:-

Security Settings: Used to control file and Registry security plus domain settings for passwords etc.

Software Distribution: Used to install software on workstations

IE Settings: Used to standardize IR settings across workstations

ADM Template settings: Used to control User and machine registry settings

An analysis of your data indicates the following:-

Reapplication of Policies

By default, Policies are checked at logon and every 90 minutes thereafter. However, they are only reapplied if the policy has changed.

While this reduces the amount of work involved in policy processing, it means that if a user accidentally or deliberately changes a policy setting, it will not be reset again until some other change is made to the policy

This behaviour can be modified via the ADM template under Machine\System\Group Policy

The behaviour can be change so that it is always reapplied even if the policy has not changed. However, the user may notice the screen flash and the mouse pointer change to an hour glass whenever this occur. This may occur multiple times, one for each policy.

To minimize this impact. it is suggested that the time between reapplying policies  be increased to 23 hours. This will mean that if the user logs on first thing in the morning, it will be 14 days before the policies will be reapplied during normal working hours. 

An analysis of your data indicates the following:-

OU to GPO Links

PolMan uses the Link screen to provide a graphical representation of the links between OU’s and Policies. This allows the user to quickly identify how the site is structured and identify inappropriate connections.

An analysis of your data has shown the following:-  

Use of Blocking and No Override

PolMan uses the Link screen to highlight those policies that have Blocking and No Override set.

While there are good reasons why your site may wish to enable these features, they can lead to considerable confusion.

As a general rule, the use of Blocking should be limited. If you have full flexibility in designing your OU structure you should be able to avoid the use of blocking. The main cases where it may be useful is where you apply policies at the Domain level, but wish to exclude them from Domain controllers or Citrix servers. You need to be careful that other workstations or users are not also placed in these OU’s and therefore also avoid policies being applied.

As a general rule, No override should only be used where you are concerned that an administrator of an OU may override a setting applied at a higher level, or if you want some policies to override a “Blocking” setting. If you can trust the integrity and skills of policy administrators and do not use blocking, there should be no requirement for use of No Override.

An analysis of your data has shown the following:-  

Security Groups Used in Policy Filtering

PolMan uses the View List Menu item in the Link screen to display all of the Security groups that are used in Policy filtering.

It is difficult to detect those users or groups via the normal Microsoft tools. This means that certain users or machines may not be getting the expected policies

An analysis of your data indicates the following Users/groups may be inappropriately included either in receiving or being denied policies. Note: a spreadsheet (GPO Security.XLS) is provided to display all of the security settings related to the applying of polices.

Use of Loop Back Processing

PolMan uses the GPO screen to identify all Policies that enable loop back processing and shows whether it uses Replace or Merge

LoopBack processing is used in the situation where you wish the user to be given different desktop settings when they logon to a workstation to when they log on to a Citrix server or a Kiosk workstation. For instance you may wish the user to be able to enable a screen saver when they logon to a workstation, but not when they log on to a Citrix session. 

There are three modes for Loopback processing, None, Merge or replace.

None is the default and means the user gets user settings based solely on the OU that the user belongs to.

Merge implies the user gets user first gets settings based on the OU that the user belongs to. These are then overlayed by the policies they would get if they belonged to the same OU as the machine belongs to.

Replace implies the user gets gets user settings based solely on the OU that the machine belongs to.

While Replace is more efficient, it can be more complex to manage. If you place users in different OU’s to give them different settings, and you want that to be maintained on all machines, you must use merge. If you apply all of your user settings at the domain level Replace should be appropriate.   

An analysis of your data indicates the following:-

Policy Replication

PolMan uses the Replication Screen to confirm that both the Active Directory and Resvol settings for a policy have been replicated to all servers. If this fails to happen on some servers, Users will receive the old policy settings.

An analysis of your data shows:-

Policy Applied to Workstations

PolMan uses the Results Screen to check all online workstation to determine the policies currently applied. This will very quickly identify the workstations encountering some problem with policy application.

Resolution of problems is generally more difficult. You can check the event log on the machine to see if it is reporting an error. Alternatively you can enable detailed logging via PolMan then view the file called UserEnv.log generated in C:\windows\debug\UserMode.   

An analysis of your data shows:-

ADM Template Usage

PolMan uses the ADM screen to load the templates used in a particular policy.

As part of the loading process it reports syntax errors and identifies Orphan Entries. An Orphan Entry occurs when a policy is activated and then the corresponding template deleted or modified so that it references a different registry entry. The old setting is still applied to the workstation or user, but it is no longer visible via Microsoft’s Policy viewer.

PolMan also provides an Audit facility to display all of the registry keys that are (or can be) controlled via the template Editor. A report of all the currently controlled entries are provided in “ADM Settings.XLS”. 

An analysis of your data indicates the following:-

ADM Template Design

Microsoft allows the user to write their own ADM Templates. This can be valuable to control registry keys not controlled via the standard Microsoft templates. However, you must use an editor (such as Notepad) to make the changes, and the syntax is poorly documented.

PolMan includes an ADM Template Editor which provides a GUI interface to allow creation and modification of ADM Templates.

Even if you do not wish to create your own ADM templates, you may wish to Modify the Microsoft templates to remove those policy settings that you do not wish to use. You may wish to simply augment the Microsoft provided Explanation with your own explanation as to when and why the setting was activated.

Note: The ADM Template Editor is available as a separate product.

An analysis of your data indicates the following:-
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